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Abstract 
In the modern society, finding effective solutions for ethical issues is harder than ever. Boundaries between good and bad are not 
so distinctive like black and white. Furthermore, when the issue is computer ethic, problems are being more complex than others. 
Considering that the complexity of computer ethic issues, in this study, very first steps of a scenario based online support system 
prepared in order to support ethical decision making processes were explained.   During these steps, 20 different ethical scenarios 
regarding computer ethics were designed and sent to the academicians for having feedback.  It can be thought that this paper is 
the first draft of a 22-month project. 
Keywords: computer ethics, case-based approach, electronic performance support system 
1. Computer Ethics 
The use of information and communication technologies has changed dramatically with the increase of personal 
computers, e-mail, mobile technologies in recent years. These improvements offer new and rare problems that need 
different approaches and solutions. Along with the development of technology new ethical issues have emerged. 
These emerging ethical issues have required people who use information systems to have the ability to make ethical 
decisions in the process of software development; consequently this situation has required people to be aware of 
ethical issues (Charlesworth, 2000).   
The ethical issues in computer technologies should be analyzed by taking into consideration traditional moral 
norms and their underlying principles and applying new situations that are created by computer & communication 
technologies (Johnson, 2009). 
The rise of computer using in education forces students to become more knowledgeable about computer ethics 
and the related legal and social issues. In this way, technology can be accessible to everyone (Bynum and Rogerson 
1996; Huff and Martin 1995).In this context, computer ethics course should have the following general purposes 
(Johnson, 1994): 
 to make students aware of the ethical issues surrounding computers, 
 to increase their sensitivity to ethical issues in the use of computers and in the practice of computing 
professions,  
 to provide students more comprehensive understanding of the ways in which computers change society and 
the social environments, 
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 to provide conceptual tools and develop analytical skills in order to identify potential impact of computers or 
sort out what to do when in situations calling for ethical decision making. 
2. Ethical Decision Making Process 
The solution of emergent ethical problems during the process of using of information system requires very 
detailed and significant decision-making steps. In this process, to distinguish right from wrong, good from bad or 
useful from harmful, requires most individuals to make hard choices. While making tough choices, using specific 
systematic structures can make process easier and more comprehensible. Ethical decision making process in 
Computer Ethics is based on Ethical Decision Making Models. Guides are needed for the solution of ethical 
dilemmas or problems likely to be encountered (Banks, 2006). Ethical decision making models are procedural 
models developed for the purpose of meeting this requirement. Heuristics approach has been a common theme in 
ethical decision making models for many years. Heuristics are stepwise procedures that will tend to produce the 
intended result when they get the right input. Accordingly, heuristics have been invented to direct case studies, to 
focus ethical scenarios, and to frame solutions for moral dilemmas (Maner, 1994). 
Different ethical decision making models are developed in literature to overcome this issue (Mattison, 2000; 
Robinson & Reeser, 2000; Welfel, 2006; Cattone, 2001; Stephenson &Staal, 2007). Ethical decision making models 
can be handled in general framework or developed for specific domain. For instance, Mattison (2000) suggested a 
model for Social Science, Stephenson and Staal (2007) developed a model for Clinical Psychology. Maner (1994) 
developed a model for Computer Ethics and suggested steps during ethical decision making process. The steps are: 
1. Describe ethical problem 
2. Determine ethical decisions that would be controlled initially for his problem. 
3. State the stakeholders in this problem and determine the liabilities for these people. 
4. Identify the thoughts of stakeholders 
5. Manifest three different tendencies as alternative for this situation 
6. Analyze convenience of these alternatives for ethical rules. 
7. Choose one of the alternatives as a result of this analysis. 
8. Write an  apologia for the person who can react most acrimoniously 
 
Barger (2008) suggested case-based approach for this process and defined 8 steps for involving question to be 
answered in resolving computer ethics dilemmas. The steps are: 
1. Briefly describe the ethical issues in this case. 
2. Identify the stakeholders in this case and tell what you think each of them would like to see as an outcome 
3. Propose three solutions to the case (two extremes and a compromise). Mark them a), b) and c). Give a best 
case and worst case outcome for each solution and for each solution, indicate whether you could tolerate 
the worst-case outcome. Which of the three solutions would you choose? 
4. Would you be willing for everyone to be permitted to use the solution you chose? 
5. Is this solution in accord with what is natural? Is this solution balanced between an approach that might be 
excessive on the one hand and deficient on the other? 
6. Would there be majority agreement that is solution is the most efficient means to the end? Will it produce 
the greatest good for the greatest number of people? 
7. Is this solution the one you feel most committed to in your own conscience, regardless of whether or not it 
benefits you personally? 
8. Which philosophy do you feel was most influential in your solution to this case? Why? 
 
Taking into consideration different approaches on producing solutions for ethical issues, a project study was 
proposed by the researchers of this study. It is aimed to develop online application by expressing computer ethics 
education and information security in the form of software algorithm and provide performance support for different 
ethical problems faced by users with this application. It was planned to develop software which will show the 
Electronic Performance Support System (EPSS) characteristics. The model developed by Barger (2008), is going to 
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be the framework of this electronic performance support system. 20 different ethical cases are going to be solved by 
s Model using EPSS. 
3. Case-  
Scenarios will be used to allow students to learn about and engage in ethical decision making process in real life 
situations about computer ethics. 20 scenarios were developed from different ethical cases by researches and 
analyzed by instructors who are experts at university departments related to Computer and Information Technology. 
Scenarios were revised according to these feedbacks of experts.  Two examples of these revised scenarios are: 
 
Security Threat 
Ali has chosen improvement of commercial systems and security threat as a research subject for his Informatics 
Ethics course. He develops an algorithm for the purpose of implementing his project in a practical process. He can 
the security vulnerabilities of some companies with this algorithm and he adds these vulnerabilities to his project as 
project grade. When one of the companies that Ali has entered searches the source of the attack, they find university 
laboratory as a source of this attack and informs the chancellery of his university. 
Roles: 
1. Company: They are in the opinion of giving punishment to the student because of creating security threat to 
their systems. 
2. Ali: He advocated that he has done a good project and he just found the security vulnerabilities of the 
company, he did not damage their system. 
3. Professor: He stated that Ali has done a great job and he did not damage  network systems of the company 
4. Chancellery: They are in the opinion of awakening student for executing project process in university 
laboratory.  
 
Course Resource 
Mr. Mehmet, who is working at the university as a faculty member, has searched electronic resources through 
the internet for a long time in order to use for his own course. As a result of research, he has found a course 
presentation which is parallel to his course content from a shareable website. The presentation does not include 
s presented to different forum users freely. Mr. Mehmet thought that the presentation would be 
useful so he decided to use it for his lessons without specifying reference. After a few weeks Mr. Mehmet put this 
file on open course environment upon the stude
using her presentations without permission so she filed a complaint against Mr. Mehmet to the faculty management.     
Roles: 
1. 
lessons that she gave for a long time. Also she accused Mr. Mehmet of acting unethical. 
2. Mr. Mehmet: He stated that there was no name on the presentation and the forum website presents those for 
users freely.  
3. Forum website management: The recourses that are shareable through the website can be freely used by 
people, as long as there is no copyright protection and they stated that they do not put leverage on site users.   
4. Faculty management: They confirmed the complaint against Mr. Mehmet because of the unauthorized use of 
presentation so they are going to initiate legal process.  
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5. Implementation 
EPSS software is a computer based environment   that facilitates acquisition of knowledge and abilities intended 
for a specific working area. EPSSs different from the environments used for learning like e-learning, classroom, 
help desks; present an environment that is intended for performance and manageable individually. EPSSs are used 
for giving required help to the user in required time. In one sense, they are in the opposite of tutorial software. 
Performance support systems are developed for giving support focused on specific content that user wants to get 
information. Within this support, assistant software like specialist assistant, infrastructure of information and 
dictionary exist together and provide goal oriented solutions. It can change by using a specialist assistant with 
respect to different EPSS characteristics, a procedural support is provided and the user is leaded for solution step by 
step. For example, specialist assistant system that is referenced with a computer problem; asks whether it is software 
or hardware problem; it continues until finding solution to the problems that separated into sub-groups according to 
the reply of the user. It is thought that, with this study specialist assistant system which is applied to different 
professional working areas is developed in EPSS for giving support to problems concerning computer ethics or 
information security. 
In the first step of the study, an algorithm and flow sheet are going to be constituted relating to EPSS software by 
doing analyses corresponding to ethic theories, ethic decision making processes, ethic decision making models and 
the theoretical basics of computer ethics. In the second step, a software will be developed in conformity with this 
flow sheet and will beget academic and technical expert opinion about working of system. The studies are made 
concerning facilitator roles of EPSS software. In the third step of the study, the software that will be developed for 
solution of computer ethics problems will be used for supporting software in the applicati
by using quantitative statistics. As the last step, the system will be published online, and the comments of  the group 
qualitative analyzing methods.  
EPSS software is going to be convenient to the general framework below. 
 
 
 
Figure 1. Computer Ethics Electronic Performance Support Sy  
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6.Conclusion 
The Ethical studies concentrate on the ability of the person to determine right from wrong, and to consistently 
evaluate his or her ethics in relation to actions and decision-making. In almost every facet of business, education, 
medicine and computer ethics is an important factor. Along with the development of technology new ethical issues 
have emerged. Computer ethics which is one of these issues brings the process of controversies results with ethical 
dilemmas in developing countries and suggests making people aware of the ethical issues surrounding computers. 
Computer ethics education begins to become important as a result of it. Therefore, developing ethical dilemma 
scenarios in computer ethics education builds ethical decision-making practices to be applied in the professional 
world and also using EPSS will contribute to personal development in consideration of complexity of analysis 
process in ethical decision making and computer ethics education. It is believed that this project will contribute to 
bring in an innovative perspective to the literature and social consciousness about the computer ethics. 
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